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Who and What

AWho
A Prof. Sergeratus Dartmouth College
—elix 'EX"LindneangSec'& NATO's
Zauberlehrling otherwiseRecurityLabs
A What
A Options on the table, past and present
AWho took them away and why
A Current engagements with enemy forces
A The final option
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Where are the secure or otherwise correctly functioning computers?

ROOT CAUSE ANALYSIS

Map: Internet Census 2012 / Carn



Drug Addiction
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You Can't Do Anything
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Drug You Can't Do Anything
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No Liability!
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Manual for Finding Yourselfina  Hole
Chapter 1: Stop Digging



The Industry Got Your Back
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The Industry Got Your Back Just Believe!




Just Believe!

A Business of Trust
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Just Believe!

A Business of Trust Heartbleed ? Sorry! That's Open Source



Glossary of Parsing in Kernel code
Line Speed IPS: 500 protocol parsers, written in C, running in kernel



Software Sub-segment Performance on First Submission

M Acceptable Mot Acceptable

-

Overall

Security Products and Services

Operations

Content Management and

Collaboration Software

Financial

Customer Support

Other

"Stateof Software Security Report Volurbg, Veracode April 8th, 2013

Ordnance Quality report
Sir, reporting S.N.A.F.U., Sir!



Manual on Tool Clearance Regulations
Prerequisite Understanding Required



Regulationis Easy  -And #FAILs

OBTAIN "cyber security trends and implications" FROM regulator AS report
FOR EACH sector IN report:
FOR EACH consumer_trend IN sector:
SET vendor.fail TO unknown
FOR EACH vendor MARKETING FOR consumer_trend
FOR EACH product MARKETED BY vendor:

IF NOT product.isReported THEN
SET vendor.illegal TO true
END IF
CALL BSl.LocalAgencyEquivalent WITH product RETURNING verdict
IF verdict < acceptable_threshold THEN
SET vendor fall TO true
END IF // fail

END FOR // product
END FOR // vendor

IF vendor.illegal THEN

CALL FTC.LocalAgencyEquivalent WITH vendor RETURNING prisoners
ELSE IF vendor.fail EQUALS true THEN

CALL FTC.LocalAgencyEquivalent WITH vendor RETURNING money
ELSE

SET vendor fall TO false
END IF

END FOR // consumer_trend
END FOR // sector



TEUFEL MIT DEMBelzebub austreiben

When thecure is more harmful than the disease



Stephen Van Evera
Offense -Defense Theory

l.  War will be more common in periods when

conguest Is easy, or Is believed easy, than In
other periods.

Il. States that have, or believe they halage
offensive opportunities odefensive
vulnerabilitieswill initiate and fight more wars
than other states.

[ll. Actual examples of true imbalances are rare an
explain only a moderate amount of history.
However, false perceptions of these factors are
common and thus explain a great deal of
history.



Code of Conduct :2011-09-12 UN Proposal by
China, Russia, Tajikistan and Uzbekistan

A ¢Not to use ICTs including networks to carry out hostile activities or acts o
aggression and pose threats to international peace and security. Not to
LINPEt AFSNI OGS AYTF2NXYIGA2Y 6SILRya |

A aO22LISNIGS Ay O2Yol GAYy3I ONRYAY!
WX 6 &
AdwX8 OdNDBAY3I RA&AASYAYlLGAZ2Yy 2F AYyTF2NYI

political, economic and social stability, as well as their spiritual and cultural
SYOBANRYYSY ¢

A GSyadzNBE (0KS adzZLlL) @ OKI AYy &aSOdzNR G é

A GNBaLISOU UKS NAIKua wX6 YR FNBSF
RAAASYAYIFUAYT AYF2NXYEGAZ2YE

Adéédtqt@éKYsyu Z Tyl APUZTARENINEIN G | =
Y1yl ISYSyd 2T GKS 9% SNISSUT

AGaSiiafsS ye RA&LMHz0S NBadzZ GdAy3 T NP
peaceful means and refrain from the threat or use of farce



Advanced = it worked
Persistent = repeatedly
Threat = you don't know why

Side note: Either China has the cooletgtasploitUl known to man, or these soldiers are, in fact, playing a game.



A new formof Warfare:
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Business Model Preservation



WASSENAAR ARRANGEMEN
c Dec 2013

"Intrusion software": "Software" specially
designed or modified to avoid detection by
"monitoring tools", or to defeat "protective
countermeasures”, of a computer or netwerk
capable device, and performing any of the
following:

a) The extraction of data or information, from a

computer or networkcapable device, or the
modification of system or user data, or

b) The modification of the standard execution path of a
program or process in order to allow the execution
of externally provided instructions.



WASSENAAR ARRANGEMEN
c Dec 2013

IP_network communications surveillance systems or equipment,
and specially designed componemterefor, having all of the
following:

1.Performing all of the following on a carrier class IP network (e.g.,

national grade IP backbone):
a)Analysis at the application layer (e.g., Layer 7 of Open Systems
Interconnection (OSI) model (ISO/IEC 7498
b)Extraction of selected metadata and application content (e.g., voice, video,
messages, attachments); and
c)indexing of extracted data; and

2.Being specially designed to carry out all of the following:
a)Execution of searches on the basis of 'hard selectansl;
b)Mapping of the relational network of an individual or orof a group of people.

Note 5.A.1.j. does not apply to systems or equipment, specially designed for

any of the following:
a. Marketing purpose;
b. Network Quality of Servic®¢3;or
c. Quality of Experienc®¢B.
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Laws and regulations before textbooks? 90s Crypto Wars Reloaded.

BROKEN PHONE LEGISLATION

Map: Internet Census 2012 / Carn



Offensive Research

A Community call to action in August 2014
USENIX ;login

A https:// www.usenix.org/system/files/login/
articles/02_bratus.pdf

A http://www.cs.dartmouth.edu/~sergey/drafts/
why-offensivesecurityneedstextbooks. pdf




THEIR CRIME IS CURIOSITY

Plan On Hacker Research
And the Extinction Thereof



Hackers cost us money



Hackers Gone, more money



ARMS DEALER

EXxpert (retired) Opinion
"Our lobbyists say it must be illegal.”



What about the root cause?

A Military always had harder purchase
requirements

A Their camping equipment is better than anyone's
A They do camping like it is their job
A Surprise: It is!
A TheDoDspends 80 months for new software
A Military is the right entity to ask for product
liability in software
A They need measures
A The suppliers need guidance to follow
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Map: Internet Census 2012 / Carn



Real Security Makes Money

A Grammars scare people

A Generating code automatically makes them wanting
grammars
A Product Houses in enterprises know the cost of
not having a grammar

A Hence XML

A Providing a process to agree on interface
grammars is providing a strong business incentivi
to the people that matter

A If you save someone money, they don't ask how you
did that, they just do as you tell them



